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EXPERIENCE

Company: Log(N) Pacific 2/9/2025 - Present
Title: Cyber Security Support Analyst (Vulnerability Management & SecOps Intern)

Vulnerability Management:

Conducted vulnerability scans, provided detailed reports, and implemented PowerShell-based remediations,
contributing to a 100% reduction in critical, 90% in high, and 76% in medium vulnerabilities for the server team.
Performed vulnerability assessments and risk prioritization using Tenable across Windows and Linux
environments.

Executed secure configurations and compliance audits (DISA STIG) with Tenable to meet industry standards.
Automated remediation processes and STIG implementations using PowerShell to address critical vulnerabilities.
Deep understanding of the “soft” side of Vulnerability Management: rapport, trust, transparency, and business
need.

Security Operations:

e Performed threat hunting with EDR, detecting loCs from brute force attacks, data exfiltration, and ransomware.

e Designed, tested, and published advanced threat hunting scenarios for incident response tabletop exercises

o Developed custom detection rules in Microsoft Defender for Endpoint to automate isolation and investigation of

compromised systems.

e Reduced brute force incidents by 100% by implementing inbound NSG/firewall rules to limit Internet exposure.

o Created Microsoft Sentinel dashboards to monitor logon failures and malicious traffic using threat intelligence.

e Experienced with KQL (similar to SQL/SPL) which | used to query logs within the SIEM and EDR platform.
Company: Apple 08/2021 - Present

Title: Technical Expert | Technical Specialist | Sales Specialist

e Troubleshoot, diagnose, repair, and resolve service concerns for select Apple hardware and software.
Use extensive knowledge of hardware and software components to identify where technical issues may
originate from and educate others on the team.
e Delivered tailored product recommendations and solutions to Apple customers, leveraging in-depth knowledge
of devices and services to drive sales and customer satisfaction.
Company: Computuners 10/2020 - 03/2021

Title: Repair Technician

e Completed partial or full dismantling of equipment to quickly repair or replace defective components and restore
functionality.
e Use extensive knowledge of hardware and software components to identify where technical issues may
originate from and educate others on the team.
PROJECTS

Vulnerability Management and Threat Hunting Projects

Source: https://github.com/erickcisnerosl
Platforms and Technology Used: Tenable.io, SIEM (Microsoft Sentinel), EDR (Defender for Endpoint), Azure VMs, KQL




CERTIFICATIONS
CompTIA Security+

ICS2- CC Entry-Level Cybersecurity
Coursera- Google Cyber Security

EDUCATION
Bachelor of Science in Computer Science and Information Security John Jay College of Criminal Justice, 2021
Associate of Science in Computer Information Systems Rockland Community College, 2018
LANGUAGES

English (Native)
Spanish (Native)
French (Elementary)

ADDITIONAL SKILLS AND TECHNOLOGIES

Endpoint Detection and Response, CVE/CWE Management, CVSS Scoring, OWASP Top 10, Risk Prioritization, Vulnerability
Remediation, PowerShell Scripting, BASH Scripting, Firewall/NSG Configuration, NIST 800-37: Risk Management
Framework, NIST 800-53: Security and Privacy Controls, NIST 800-61: Computer Security Incident Handling Guide, NIST
800-40: Guide to Enterprise Patch Management Planning, NIST Cybersecurity Framework, PCI-DSS, GDPR, HIPAA

References available upon request.



